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1 Overview of 4Traders Contractor Management 

4Traders was developed as a hosted solution to: 

• Provide Contractors and Suppliers with a feature rich platform where they can 

advertise their services and manage their employee workforce. 

• Provide Gated Communities with a Portal to manage functions around Contractor 

Management, both internal and external. Although 4Traders can work as a 

standalone Contractor Portal and covers many of the functions for Gate Estate 

Management it is best used as an integrated Eco System. 

• Provide an Eco system for: 

o Customers looking for services 

o Contractors and Suppliers to show case products and services 

o Contractors to store commonly requested documents for themselves and 

their staff 

o Laborers to be vetted and found by contractors 

 

4Traders is easily integrated into Estate / Visitor Management platforms and is used as 

the contractor management module. Likewise 4traders has a security module that allows 

it to integrate into the Estates Access control system. 

 

1.1 Some terminologies to get used to  

In this document you will come across some terminology that may need getting used to 

and as such are best discussed early. 

 

Trader in the system refers to a Contractor or Supplier. Likewise when a Gated 

Community needs to manage their own staff they will in essence also use the Trader 

functions. 

 

Gated Communities or Virtual Communities can be catered for in the system. Here we 

have used the Precinct definition to distinguish between the different community types 

being: 

• Residential Precinct – Covering the large Gated Estates 

• Sectional Title Complex – Covering smaller gated communities  

• Managing Agents – managing a group of estates 

• Neighbourhood Watch Group – a gated or control area 

• Virtual Precinct – virtual gated community 

• Business Park 

• Industrial & Mines 

• Agri – farms and co-ops 

Within this document we will refer to all the above in the generic term “Estate”. 

 

We also refer to the storage of documents and personal information as being in a virtual 

vault. 

 

Virtual shop Front is where Residents / Clients go when they are looking for more 

information on a company or specials. Gated Communities also use this to store forms 

and rules along with pictures of new events or planned events. This information is stored 

in the virtual vault. 
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2 Sign up as a trader 

Q: What is a Trader? 

A: Traders are service providers being contractors and suppliers. 

 

Q: What makes 4Trader different from other listing services? 

A: Listing services is just one of the functions of 4Trades. 4traders has been built to 

encompass the more stringent requirements of restricted access areas, along with the 

additional need of the contractor to manage their staff and company records. Further to 

this 4Trader is integrated into a larger eco system from Estate Management systems, 

access control systems, Compliance bodies and digital government system all to aid the 

Traders better position themselves in a touch competitive environment.  

 

What - Our core business is Hosted Trusted-relationship Contractor and Supplier 

Management System, focussed on optimising processes for Restricted Access control 

sites and the contractors that service them.  

How - Delivered as a Software as a Solution (SaaS) where customer looking for services 

can interact with a myriad of listed Traders being contractors and suppliers. 

Why – Overload of places to find contracts or suppliers, but no trusted list of vetted 

suppliers, who have vetted staff that are working for them that are captured in a single 

system. 

When –  

• When looking for quotes and services, we have a marketing package that 

gives, ratings, reviews, information and a virtual shop window and public 

viewable document drawer.  

• When looking for a contractor to do a job, we have access control package 

with integrated business processes and access control of biometrics. Vetted 

company docs, vetted staff, this being for 3rd party or internal staff. 

• When looking for a commercial or residential integrated estate solutions, 

we clean up the estate database and integrate the Estate Management System, 

Access Control Systems and Contractor Management system to your business 

processes. 

• When looking for an Integrated Contractor, Access Controlled and Geo 

Fenced environment  

 

 
 

2.1 Creating a Trader Account 

Q: How do I sign up? 

A: Go to the home page and select REGISTER AND SIGN UP AS A TRADER → 

Estates that want to manage their own staff also sign up as a Trader, but select Internal 

Services Internal Maintenance as trader type.  
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Q: Why is it important to fill in all the information correctly. 

A: Your account will also be linked to the Residents App and the more relevant 

information you supply the better your listing will appear. The last two blocks also pull 

into your Digital Shop Front so it is important to add relevant information. 

 

 
 
Next you will be taken through a few steps to complete your listing and finally to the 

Selection screen where you will make your selection of where you wish to be listed. 
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Signing up a Trader, certain license options and functions are then presented to the 

Trader. 
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3 FAQ Editing my listing 

 

The first steps are to log onto the system and select the appropriate login. 

There are different logins that can be linked to your profile these being: 

• Estate Admin (Estate Menu containing the usual 'Manage Traders', 'View Access 

Requests' etc. 

• Trader Log in (My Profile) 

• Homeowner Log in (Edit my Details etc) 

• Camera log in (takes user to camera view page) 

  

3.1 Edit Trader Listings  

Q: How do I change my free area listings? 

A: Go to ADVERTISE IN ESTATES AND AREAS → Then select your areas and edit your 

Listings. Click ACTIVATE LISTING → 

Then your new free area sections are updated and shown below. You are allowed up to 2 

free basic area listings. These are areas that are not yet covered by 4Traders or a 

4Community restricted Access solution.  

 
 

 
 
 
Q: How do I change my paid for listings? 

A: Go to ADVERTISE IN ESTATES AND AREAS → Then select your area/s or Estate/s and 

edit your listing. You need to confirm the free area listing so re-tick these areas. 

You will now be presented with the new payment screen which represents your shopping 

cart. If these selections are wrong, you can click on reset selection and start over again. 
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It is advisable to add the Sales Person’s name in the Block or Code they gave you as this 

will be the person who can assist you and will inform you of new offers. Should you not 

have a Name or Code don’t worry we will look after you as a house account. 

 

 
 
Click ACTIVATE LISTING → 

 

You will be presented with a second stage payment confirmation page. 
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You will now be presented with the secure payment gateway. Please note we do not 

keep any of your details, so you will need to re enter these each time you wish to buy 

new services. 

 

 
 

Q: How do I see my new documents when they have been uploaded? 

A: Click the refresh screen in your browser so that the browser cache is cleared and your 

documents, and those of your staff, will be refreshed and viewable. 

 

 
 
 

Q: How do I do an EFT if I don’t want to use the PAYFAST method? 

A: When you get to the Payment Screen selected the EFT checkbox. You will then be 

able to generate a Pro Forma Invoice with payment reference. Use this payment 

reference when doing the EFT payment. The banking detail will also be displayed on this 

screen. 
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3.2 Displaying listings 

 
Q: Why do I have different listings displayed? 

A: When selecting free and paid listings you are given functionality. We display both your 

listings so that you can better adjust both to get the maximum impact from both. Note 

that in both options you have you digital shop front and your employee management 

functions. 

 

 
 
Q; Does my listing get displayed in a resident app or just in 4Traders? 

A: 4Traders has been incorporated in most of the Estate Management system and 

appears either as a heading 4Traders or Contractors depending on the Estate 

Management System.  Full functionality has been integrated into the 4Estates and 

4Communities resident apps. 
 
 

 

 

Q; How do I populate my Digital Shop front? 

A: Some of the information comes from the EDIT MY PROFILE screen and the other is 

populated by adding images and documents into your PUBLIC FOLDER in your vault. 
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3.3 Payments: Q&A 

Q: Can I cancel a schedules payment in 4Traders? 

A: 4Traders send the payment to a payment settlement partner such as Payfast and as 

such the payment can’t be cancelled in the 4Trader platform, but payment settlement 

Partner. Solution is to login to Payfast or Payment partner and cancel the payments 

there. 

 
Q: I have gone through to the last stages and when on the Payfast screen I aborted, but when I go 
back it says I’m already listed so I can’t pay. 
A: The system has created your listing but has placed you in a waiting folder for approval so it shows 
as a partial listing. This is the same as when you do a payment from outside of the system such as an 
EFT from your bank and not via the payment partner. To clear this you need to go to the main menu 
Click WHAT ESTATES AM I LISTED IN → then click the Delete next to the Estate you want to resubmit 
payment for. 
 

 
 

Q: How do I make sure I’m not paying twice for a listing? 

A: The system will hold your status and show you the status of your application. From 

the main menu  → SELECT YOUR ACCESS CONTROL / ADVERTISING PACKAGES. 
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3.4 Voucher Q & A 

Q: I have a promocode can I apply it to my current subscription? 

A: No, promotion codes can only be applied at the start of a subscription or renewal as 

the transaction is handled outside of the system in the settlement partner. 

 

 
Q: How long are promocodes valid for? 

A: They are only valid for 3 days and issued by the Precincts (Estate, commercial, 

community etc) or the Sales rep  

 

 

Q: When does the Precinct issue voucher apply? 

A: Voucher codes are only issued by the precincts that manage their own contractor 

pool. This is then linked to the number of SaaS trader accounts linked to them. 
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4 Loading of Employees into the system 

4.1 Register and load Employees on 4Traders systems 

Q: Why do I need to upload my employee details? 

A: Access is requested on a per instance basis and each individual employee is approved 

and the profiles pushed into the access control system. 

 

Q: What do I do if the employees is only working part-time for me? 

A: You still need to upload the employee under your profile. If his/her details are already 

in the system, then they will also reflect under your listing. 

 

The first step is to load the employees onto the system. This can be done in a manual 

method or in a batch process method. Either way it is important to load the employees 

in a controlled manner with common naming conventions and image quality. 

 

 
 

Add an employee, then go to ID Images menu option, select the 'Upload Employee 

Documents' upload an image (remember to refresh if you want to see your progress)   

If an employee has had their book uploaded and then later the card (s - front and back), 

it will display both (until the trader deletes the book or card).  

  

Cards may be scanned together and just uploaded using the ID (Card - Front), or 

separately, using both front and back upload, it's up to them, either the mixed scan or 

the dual scan will display. Likewise the recent photo of the employee can be uploaded. 
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4.1.1 Adding new employees that are not South African residents 

Q: I have foreign nationals working in my company can I load them in the 

system? 

A: Yes, follow the same process for uploading new employees. 

 

Click on the Manage Employee Records. This will allow you to add employees and their 

documents. 

 

To upload the ID book or ID card images that get displayed alongside their names. You 

need to go to click on the Add employees ID image link at the bottom of the page. 

 

This takes you to the employee menu where you can upload the images of the person’s 

ID and most recent image. 

 

4Traders’ process makes provision for capturing of other ID types and the ability of at 

the Point of capture to get the ID imported.  

 

All ID’s are displayed in neutral until the Biometrics certification has been done. 

Likewise, the documents in the system will be considered neutral until they have been 

checked by one of the Estate Admin persons. 

 

4.2 Employee Identity checking 

Q: Does anyone look at the information I have uploaded? 

A: Yes this is currently done by a dedicated person to ensure that the documents are 

loaded correctly. 

 

To check the employee’s identity and documents we use an enterprise architecture 

approach of People, Process and Technology. All three form a basing of building up a 

credible profile of the employee. 

 

You will notice the different colours of the ID number showing which employees have 

been certified against the DOHA. The same will apply when looking at the employee 

documents. 

 

4Traders has used the standard RAG rating based on Red, Orange and Green (RAG) 

reporting. This same rating is used when reporting on simple or complex items such as 

multilevel Geolocation Tracking and driver behaviour. 

 
 

4.2.1 Employee biometric checking 

Q: When the biometrics are captured do you check that it’s the correct person? 

A: Yes; the system uses a biometric check to verify the employees Identity number to 

their biometric’s profile. To do this the employees records are to be correctly captured as 

per the system process. Should the data not be correctly captured it will cause the 

record to be flagged at various stages in the system.  
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When the employee’s fingerprints are checked against the Department of Home Affairs 

(DOHA) they will come back under the classification of Red, Orange or Green.  In the 

example below the employee has not been certified as the ID number does not match 

the records in the DOHA, even though all else looks correct. 

 

• Red = not certified  

• Green = certified 

• Orange = anomalies 

 

Note if the ID is red is just means that the check has not been done as yet. 
 

4.2.2 Employee document checking 

Q: When the employees documents are captured do you check that they are 

correct? 

A: Yes 

 

The employee documents are loaded into the system in a structured process and 

prefixed. 

 

The employee documentation verification is a people process that checks the information 

captured in the structured system process. 

 

The system captures the employee records, in defined manner, where the file name is 

built up, based on the identity of the employees, and the type of record being captured. 

This allows the person checking the record to have a view of some of the employee 

parameters. 

 

In the admin menu of the estates the employee records are checked, and the person 

checking the records system ID is placed against the RAG rating along with the date. 

 

Looking at the records below, it can be seen that records have not been captured 

correctly and that the incorrect ID number has been flagged as Red.  This process is 

used to remove employees with dual listing in the system.  This dual fake listing is 

common where employees work for multiple employers and the old systems could not 

cater for multiple employers. This problem has been overcome in 4Traders that allows an 

employee to have multiple employers common in today’s contractor eco system  
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Employee documents are checked by the group of trusted estate admin users. 

 

Moving the mouse over the employee record will also create a pop up that shows the 

comment associated with that employee record. 

 

The view button brings up the document in an overlay window that allows the reviewer 

to see the document name and detail at the same time. 

 

Clicking on the check will allow the reviewer to then assign the correct RAG rating to the 

document. When this is done by the reviewer, details are captured along with the date of 

the rating. 
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5 Requesting access approval to the Estates 

5.1 Requesting Access process 

Q: What is the process to gain entry into the estate now that I have subscribed and paid? 
A: The procedure is as follows: 
 

1. Please go to your main Trader menu, which you will see after you log in, which looks like the 
below 

2. Then select the menu option ‘Apply for Access to Selected Estates’ 
 

 
 

3. Once you have selected this option, you will then see the following screen. Here you will 
select Gold Coast Estate and as there are no residents as yet, you just fill in Selected Estate 
where it says residents name and under Brief Description of you just need to write Working 
at the Estate.  

4. Then under the ‘Request Access For’ option at the bottom of this screen, you need to select 
the employees who need access to the estate. You can either ‘select all, which automatically 
checks all the employees that are listed or you can individually check only those that need 
access, it not all the listed employees need access to the estate 

5. Please also note that should you need to apply for access for additional employees at any 
future point, who may not be listed as yet, you simply repeat the process and add these new 
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employees and submit a new access request and these additional employees can then be 
approved for access 

 

 
 

6. To submit the application, please click the ‘Request Clearance’ Yellow highlighted button 
below.  

7. Please remember to select the ‘Notify me 7 days before the access clearance button 
expires’, if you would like to be sent an auto reminder so you can be reminded and you will 
get an email to remind you to renew your access 

8. This is important as 4Traders will write your records directly to the Access Control system, 
once the estae has approved your access and if it expires it will also update the Estate Access 
Control system, which means you will not be able to access the estate until you renew your 
access 

9. Once you submit this access request, you will receive an email confirming that it has been 
submitted and the selected estate will also receive this request. 

10. When they have approved your access request, you will receive an email confirming this and 
you may then proceed to the estate to have your Biometrics taken and you can then access 
the estate as required. 
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11. Please also note that you are able to record all your employees daily Temperatures 
electronically using the 4Traders Solution. To do this you simply select the ‘Record/View 
Employee Temperature’ button on the menu. 

12. You can then record each employees daily temperature, which can be viewed in a graph for 
the current month. This will then be automatically archived each month, in the event you 
need to go back beyond a month to check on any employees records.  

13. You can also make any comments that may be relevant on any particular day. This means 
that if any government dept or anyone ever needs to check your records, they will easily be 
able to and this will ensure your company has proper Covid-19 records 

14. Please also note that the estates will be taking your employee temperatures each day and 
these will be automatically downloaded into your records in 4Traders, so for those going to 
site, these records will be there for you to view or account for at any stage. 

 
 

 
 
 
Q: How do I now request approval to get into the Estate? 

A: Login and select REQUEST ESTATE PRE-CLEARANCE →  
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This process follows on from the successful onboarding of Employees into the system 

and the contractor now wants to gain access to the Estate once they have received a job 

request.  

 

This process remains valid for both the Virtual / Manual Access Control and the 

Integrated Access controlled estates. 

 

Contractor  logs onto the system as a Trader. Then 
selects MY PROFILE. Then selects REQUEST ESTATE 
PRE-CLEARANCE  on the Trader Profile. 

Step 1

On the REQUEST SECURITY PRE CLEARANCE the 
contractor then selects the Employees from his list 
that he wants pre clearance on. The from date and 
the to dates are pop open calendars so it makes the 
date selection easy.

Step 2

The Estate manager will receive the request via 
email and will be able to approve on his menus and 
will respond to the trader with a confirmation email.

Step 3

Request Estate Pre Clearance

Pre Clearance 
Request

Request 
Approved 

 
 
  
Q: I have applied to the Estate but on the REQUEST SECURITY PRE-CLEARANC 

screen I don’t see the Estate? 

A: This happens when the Estate Manager has not yet viewed your listing and approved 

your listing. When your listing has been approved you will receive and email notifying 

you the estate has approved your listing in that site.   

 
 
 
 

5.2 Approved Access and Clearance to work in the Estates 

Q: How do I know my request for access has been approved by the Estate? 

A: The Estate Manager will login and approve you request and the system will be 

updated, as well as a confirmation email will be sent to you. 
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This process follows on from the successful allocation of the job to the Trader. The 

Trader will have selected all the pre-approved employees who he/she wants to work in 

the Estate, along with the requested times. 

 

The Estate Manager then logs into the Estate menu and approves the Employees on a 

per employee basis. 

 

Once the approval has been done, the record is logged and the trader is informed 

regarding the staff approvals.  

 

The different access control systems are now saved, along with the approved workers 

biometrics and the specific times that they will have access to the site. 
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6 COVID 19 protocols at Estates 

6.1 Protocol for staff working and entering a site 

Q: Apart from my staff having to wear Personal Protection Equipment (PPE) is 

there an additional protocol I need to follow? 

A: Yes most sites will have this protocol and we encourage the Estates to place this in 

their Public folder that gets displayed in their Internal Services Digital shop front. 

 

Q: Is there a place to record my staff’s daily temperature readings and add 

comments? 

A: Yes you can do this manually or automated in partner sites.  We would integrate this 

into our system. It must be noted that the daily temperatures must be done on the date 

as you will not be able to go back and add them later.   

 

 
 
Manual process Login to your Trader account and Select → RECORD EMPLOYEE TEMPARATURES. 
You will be present with the screen that allows you to on a per employee basic record all 
temperatures of your staff. 
 

 
  
Select → RECORD TEMPRETURE FOR TODAY. Then search for your employees and add the 
temperature as well as a comment such as “no known symptoms” or visual systems of health issues. 
 
Q: When and does the Precinct / Estate look at these temperatures? Also, I have been granted 
access for my staff do I need to carry on recording temperature’s? 
A: The precinct / Estate will look at the record in the Access Management menu that shows all the 
companies that have requested and have approved access. This will be done for both those 
companies that have access already and those companies that need to get access. The Estate / 
Precinct will not only be able to see at a glance the temperature but be able to see a graph and the 
comments associated with the temperature reading.  


